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Cloud Computing Services: 
Theoretical Foundations of Ethical and 
Entrepreneurial Adoption Behaviour 
Vanessa Ratten, Deakin University, Australia 
ABSTRACT 
Clouicomputing is an emerging service technology that has ethical and entrepreneurial implications. Due 
to technological innovations increasing the attention placed on cloud computing services, more people are 
focusing on the security and privacy issues determined by ethical guidelines and how the technology is evolv-
ing as an entrepreneurial service innov.ation. This paper presents a theoretical perspective on how a person 
adopts cloud computing. The literature on technology innovation and adoption behaviour is examined with 
a focus on social cognitive theory. A theoretical framework is then presented, which indicates a number of 
propositions to describe the intention of a person to adopt cloud computing services. The role of technology 
marketing capability, sustained learning and outcome expectancy are included in helping to understand the 
role of cloud computing applications. Suggestions for future research and practical implications are stated. 
Keywords: Cloud Applications, Cloud Computing, Entrepreneurship, Ethics, Learning Intensity, Social 
Cognitive Theory, Technology Marketing 
INTRODUCTION 
Cloud computing is a technological innova-
tion that provides a computing platform for 
every business that has software, hardware and 
infrastructure (Yang et al., 2011 ). As a rapidly 
emerging technology trend, cloud computing 
has developed as more information needs to be 
stored in a mobile electronic data format. The 
advantage of the internet for storing information 
is that it enables convenience, flexibility and 
anonymity (Freestone & Mitchell, 2004). The 
concept of cloud computing has been around 
for a long time but only recently has it been 
mass marketed to consumers and businesses 
DOl: 10.4018/ijcac.2012040105 
(Harauz, Kaufman, & Potter, 2009). Cloud 
computing services have been referred to as 
Infrastructure as a Service (IaaS), Platform 
as a Service (PaaS) and Software as a Service 
(SaaS) (Morrell & Chandrashekar, 2011 ). Cloud 
computing comprises a wide range of internet 
applications including providing information 
and configuring servers (Moch, Merkel, Gun-
ther, & Muller, 2011 ). 
Cloud computing enables the outsourcing 
oftechnology infrastructure in order to manage 
information systems, protect data and enabling 
people to gain access to information process in-
tensive activities by lowering the barrier to entry 
(Jaeger et al., 2008). The large cloud computing 
service providers includingAmazon, Yahoo and 
Salesforce have the ability to provide massive 
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data management and data mining services that 
a small company would not be able to do by 
themselves (Bradshaw et al., 2011). This has 
lead to cyberinfrastructure being built upon a 
service orientated architecture that is based on 
grid and utility computing (Vouk, 2008). The 
cyberinfrastructure enables a large amount of 
electronic information to reside in a large data 
centre that is managed by a third party and ac-
cessible at any time or geographic location with 
an internet connection (Bradshaw, Millard, & 
Walden, 2011 ). The use of on demand services 
is a key differentiating feature of cloud comput-
ing, which has evolved from the increase in the 
number of e-commerce transactions occurring 
(Osterman, Iosup, Yigitbasi, Prodan, Fahringer, 
& Epeman, 2010). Globally many businesses 
have increased the commerce they conduct on 
the internet and with this large physical data 
centres have been built to handle the increased 
internet traffic and data flow (Leymann et al., 
2011). At the same time cloud computing has 
progressed as a way for businesses to store data 
without facing large capital hardware outlays 
and for outside companies to manage informa-
tion software systems (Armbrust, 2010). This 
paper defines cloud computing as a "platform 
that is able to dynamically provide, configure 
and reconfigure servers to address a wide range 
of needs ranging from scientific research to 
e-commerce". 
Cloud computing enables a person to ac-
cess information stored electronically from any 
location (Lu et al., 2003). This advantage of 
increased independence to store electronic data 
enables the transfer of information and better 
communication (Altschuller & Benbunan-Fich, 
2009). Part of the appeal of cloud computing is 
that it enables access to material previously only 
available in hard copy format thereby increasing 
a person's mobility to communicate. Mobile 
commerce has further increased a person's ac-
cess to electronic information in a free-space 
environment without physical conduit tech-
nology being used (Aungst & Wilson, 2005). 
Mobile commerce is increasingly being used 
for business purposes and cloud computing is a 
major part of future growth within the industry 
as it is an alternative to face-to-face transactions. 
In conjunction with mobile commerce, cloud 
computing integrates electronic data storage 
into business processes thereby forming part 
ofthe electronic commerce industry (Vaquero, 
Rodero-Merino, & Moran, 2011). 
An ethical issue has been raised by cloud 
service providers managing information in the 
event of cybertheft or system crashes (Sasi-
kala, 2011 ). Other ethical issues facing cloud 
computer services include privacy, anonymity, 
liability, reliability and government surveillance 
(Jaeger et al., 2008). Despite the advantages 
of cloud computing, there are ethical issues 
related to different international laws occurring 
in countries around the world. This has lead to 
a growing divide between the current usage of 
cloud computing services and the laws govern-
ing its applications (Vaquero, Rodero-Merino, 
& Buyya, 2011 ). The ethical issues raised by 
cloud computing is an area that merits more at-
tention because of the increased usage by both 
consumers and businesses. Educational institu-
tions including various universities around the 
world have been partnering with large technol-
ogy companies such as IBM and Google to 
provide a solution to these ethical issues created 
by the educational and research information 
found on cloud servers (Jaeger et al., 2008). 
This paper focuses on the intersection of eth-
ics and entrepreneurship conducted by people 
intending to adopt cloud computing services. 
In the paper, the nature of cloud computing as 
a technology innovation and how it is adopted 
will be considered. By focusing on the ethical 
issues created by cloud computing services, 
this paper will attempt to solve potential ethical 
dilemmas before they progress. 
This paper is structured as follows. First, 
the paper discusses the role of cloud computing 
services. Next, a literature review oftechnology 
innovation theories is stated that includes the 
variety of perspectives researchers have taken 
to understand how a person adopts a technol-
ogy service. Then the theoretical framework of 
the paper based on social cognitive theory is 
highlighted. This leads to a section on research 
propositions for technology marketing, entre-
Copyright© 2012, IGI Global. Copying or distributing in print or electronic forms without written permission of!GI Global is prohibited. 
50 International Journal of Cloud Applications and Computing, 2(2), 48-58, April-June 2012 
preneurial intensity, ethical behaviour, learning 
expectancy and perceived outcomes. Finally, the 
benefits for practitioners and research sugges-
tions for focusing on ethics and entrepreneurship 
in helping to understand how a person adopts 
cloud computing services are stated. 
THEORETICALPERSPECTWES 
OF TECHNOLOGY INNOVATION 
Global changes made possible through elec-
tronic commerce have changed the way people 
conduct business (Coombs et al., 1987). The 
online environment has created a new wave of 
technological innovations, which have impacted 
the way people interact with the environment 
(Cantisani, 2006). People access electronic in-
formation on a daily basis thereby forming part 
of their decision making processes (McMahon 
& Cohen, 2009). The online environment has 
resulted in more knowledge and information 
being acquired that helps people decide how 
to use a technological innovation (Chiu et al., 
2008). Often people choose whether to adopt a 
technology innovation based on the perceived 
benefits of the service (Scholnikoff, 2001 ). 
This adoption decision about a technology 
innovation is further influenced by a person's 
social group (Li et al., 2007). A person's social 
networks enable knowledge dissemination 
about the technology, which influences the rate 
at which the product is adopted (Lin & Huang, 
2008). Furthermore, as a person is exposed to 
more information about a technology, they may 
learn new behaviours (Ratten, 2011 ).A person's 
behaviour may change as they are influenced by 
their social network, which can include family, 
friends and work colleagues (LaRose & Eastin, 
2004). This form of social learning can be in 
response to information stimuli that changes 
the way a person behaves (Harris et al., 2005). 
In the learning literature there are the 
behavioural and cognitive models that help to 
explain adoption rates(Bandura, 1989). The 
main focus of the behavioural model is that 
a person will react to information by solving 
problems and creating solutions (Schiffman & 
Kanuk, 2000). In contrast to the behavioural 
model, the cognitive learning approach focuses 
on a person's response to information as a result 
of environmental conditions. The cognitive 
learning model to explain technology adoption 
is used in this paper to understand a person's 
behavioural intention to cloud computing. 
There are a number of theories in the cogni-
tive learning approach to explain technology 
adoption including the technology acceptance 
model, theory of planned behaviour, theory of 
reasoned action and social cognitive theory, 
which will now be discussed. 
The technology acceptance model focuses 
on understanding the reasons why a person will 
use a technology (Venkatesh & Davis, 1996). 
Within this model, the rate of technology adop-
tion behaviour is understood by focusing on the 
perceived ease of use and usefulness (Davis, 
1989). The model was one of the first models 
to explain the role of the internet in affecting 
how a technology fits within a person's lifestyle 
(Chan & Lu, 2004). By focusing on a person's 
perceptions of a technology the model takes 
a simplistic approach to describe the reasons 
why a person uses a technology (Taylor & 
Todd, 1995). 
The theory of planned behaviour is one 
of the most commonly referred to theoretical 
frameworks to understand a person's actions 
in adopting a technology innovation (Ratten, 
2008). The theory focuses on the actions and 
steps a person goes through in adopting a 
technology. There is an assumption within this 
theory that a person goes through a rationale 
thought process in conducting their behaviour 
(Ratten, 2008). Due to this assumption the th~ory 
does not take into account unplanned behaviOur 
that is a result of impulses or opportunities. This 
presents a limitation for the theory as it omits 
serendipity that may occur in the adoption of a 
technology (Mathieson, 1991 ). Furthermore, the 
structured and formalised approach of the theory 
lacks integration of! earning and environmental 
changes that affect the ability of a person to use 
a technology. Some people do not pre-plan their 
behaviour, which affects the practical value 
of this theory. As a person's behaviour differs 
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depending on their geographic location, there 
are inherent difficulties in applying this theory 
to all demographics (Ajzen, 1985). 
The theory of reasoned action extends 
the theory of planned behaviour by including 
unplanned actions in technology adoption 
behaviour. The theory still has a formalized 
approach to understanding behaviour by tak-
ing into account the role of social networks 
and other people's attitudes in the evaluation 
of technology innovation (Fishbein andAjzen, 
197 5). The theory is commonly used to explain 
and predict adoption behaviour in technology 
that has a discrete number of steps when a 
person starts to use the service (Chan and Lu, 
2004). By incorporating reasons why a person 
will adopt a technology the theory includes a 
variety of behaviours influenced by internal 
environmental factors but does not include 
many external environmental conditions such 
as advertising and marketing (Ratten and Rat-
ten, 2007). 
Social cognitive theory includes internal 
and external environmental factors thereby 
incorporating elements of the technology ac-
ceptance model, theory of planned behaviour 
and theory of reasoned action. People learn 
through different environmental factors that 
impact the skills they acquire from adopting 
a technology (Compeau et al., 1999). Social 
learning includes both individual and group 
behaviour that determines the actions a person 
takes (McCormick & Martinko, 2004). Social 
cognitive theory is a type of social learning as 
it demonstrates how an individual learns from 
their social group, which in turn influences 
their own behaviour (Pincus, 2004). Due to the 
complex nature of human behaviour, people 
will adopt behaviour based on their cognitive 
processes (Bandura, 1986). The key focus 
of the theory is that it acknowledges the role 
events and experience play when a person 
learns about a technology (Kock, 2004). A 
person's future behaviour thereby results from 
their interaction with the environment (Ratten, 
2008). The advantage of socialcognitivetheory 
over othertechnology adoption models is that it 
incorporates unplanned actions that result from 
interacting with the environment. 
This paper is premised on social cognitive 
theory as it incorporates a number of other ele-
ments of prior technology innovation models. 
Social cognitive theory is helpful in analysing 
the antecedent factors to a person adopting 
cloud computing as a result of their ethical and 
entrepreneurial behaviour. This paper utilises 
social cognitive theory to answer the following 
research question: What influences a person's 
decision to adopt cloud computing? The next 
section will discuss the theoretical framework 
of the paper, which is based on social cogni-
tive theory. 
THEORETICAL FRAMEWORK 
The theoretical framework ofthis paper focuses 
on social cognitive theory in order to understand 
the different environmental factors influencing 
a person's decision to adopt cloud computing 
services. Technological innovations such as 
mobile data storage devices and portable internet 
enabled devices have increased the popularity of 
cloud computing services. This has lead to more 
people intending to adopt cloud computing as 
a way to save time and money. Rycroft (2006) 
focused on the time efficiency of technology 
innovations that have been made possible by 
· increased research and development efforts 
placed on understanding how a person adopts a 
technology. A person's entrepreneurial procliv-
ity is a time saving behaviour that affects the 
way they adopt a new service (Lundvall and 
Borros, 1999). This form of entrepreneurial 
behaviour is likely to consist of risk taking and 
forward thinking activity that helps a person 
see the benefits of a technological innovation. 
Technological innovations including cloud 
computing services require a person to learn 
about the outcomes associated with the technol-
ogy that may be innovative but at the same time 
involve potential unethical activity. This paper 
utilises social cognitive theory to understand the 
relationship between a person's internal envi-
ronmental factors (ethical behaviour, learning 
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expectancy, entrepreneurship proclivity) with 
external environmental factors (technology 
marketing, outcome expectancy). By proposing 
that both internal and external factors affect a 
person's decision to adopt cloud computing, 
this paper recognises that a person essentially 
learns through social and intrinsic motivational 
efforts. Each of these environmental factors will 
now be discussed and a set of research proposi-
tions stated to see how they influence a person's 
intention to adopt cloud computing services. 
Ethics 
Ethics is an important aspect of the internet as 
cyberspace has a different environment to the 
physical realm (Jolmston & Sohal, 1999). Ethi-
cal behaviour includes the beliefs or standards a 
person has, which helps them to decide what to 
do and how to feel (Freestone& Mitchell, 2004). 
Ethical internet behaviour has been referred to 
as "netiquette" because it refers to behaviour 
that is expected when a person uses the internet 
(Albers-Miller, 1999). As behaviour on the 
internet can be difficult to punish, some people 
argue that unethical actions on the internet can be 
ethical if it provides an overall benefitto society 
(Freestone & Mitchell, 2004). This has led to 
internet related unethical behaviour occurring 
due to people being given unprecedented ac-
cess to information and knowledge in a digital 
format (Saatchi & Saatchi, 1999). 
There have been few studies examining a 
person's ethical attitudes to cloud computing 
serVices, due to a variety of ethical debates exist-
ing about how to determine ethical behaviour. 
As cloud computing services affect a person's 
decision making abilities about what is right or 
wrong, the large amount of confidential infor-
mation stored electronically can have potential 
ethical dilemmas. This means that a person who 
has ethical internet behaviourwill be more likely 
to use technological innovations that allow them 
to determine their own actions. Therefore, this 
leads to the following proposition: 
Proposition 1: A person's ethical orientation 
will influence their intention to use cloud 
computing services. 
Perceived Outcomes 
The perceived outcomes a person perceives 
resulting from their behaviour influences their 
intention to conduct new activities (Bandura, 
I 986). This expectant attitude influences the 
behaviours a person foresees from using a 
technological innovation. The adoption rate 
of technological innovations is facilitated by a 
person determining that the service will become 
widespread in the business marketplace. This 
leads to a person perceiving that their actual 
outcomes will be beneficial when they use 
the technology and this motivates others to 
also adopt the technology. Previous research 
by Henry and Stone (I 999) found that the 
perceived outcomes of a service largely deter-
mine whether a person adopts a technological 
innovation. Therefore, as cloud computing has 
a number of advantageous benefits including 
time and cost savings, it can be expected that 
an important indicator of a person learning 
about the effects of cloud computing will be 
influenced by potential outcomes. This leads 
to the next proposition: 
Proposition 2: The more perceived outcomes 
a person has about technological innova-
tions, the greater their intention will be to 
adopt cloud computing. 
Entrepreneurial Intensity 
Entrepreneurial elements form part of a person's 
adoption behaviour as they determine innova-
tion, proactiveness and risk taking activity 
(Lee & Petersen, 2000). Behaviour that has 
an entrepreneurial capability helps a person 
d!;:cide whether to engage in competition that 
influences their degree of engagement with 
a product or service (Miller, 1983). Previous 
research on adoption behaviour in technology 
has revealed that entrepreneurial intensity 
helps to understand how a person will adopt 
a technological innovation (Ratten, 2008). 
Entrepreneurial intensity can influence the 
way technology innovations are disseminated 
to people. Cloud computing is a technological 
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innovation that has not widely been used in a 
business setting. This means that some people 
will perceive it risky before understanding the 
benefits of adopting the service. People with 
an entrepreneurial proclivity towards trying 
new things will likely adopt technology at a 
faster rate as they realise how it can be used 
successfully. This leads to the next proposition: 
Proposition 3: A person with a higher level of 
entrepreneurial intensity towards tech-
nological innovations will adopt cloud 
computing services faster. 
Learning Expectancy 
Learning about new products and services in-
volves a person placing value on the propensity 
to create and use knowledge (Ratten, 2011 ). This 
form of! earning behaviour is part of a person's 
decision making criteria when evaluating how 
quickly they will be able to learn about a tech-
nological innovation (Woodward et al, 2007). 
Learning can involve a variety of behaviours 
from collecting and sharing information to 
disseminating information amongst a person's 
friends and colleagues. A person with more 
accumulated knowledge will be better able to 
evaluate ethical internet usage such as inap-
propriate use of material, access to sensitive 
information and illegal downloading (Hillier, 
2003). As learning about the potential access to 
confidential social or pirated information made 
available by a technology can take time, it is 
important that a person focuses on the learning 
capabilities of the innovation. Therefore, the 
next proposition is: 
Proposition 4: The greater a person's learning 
expectancy about a technological innova-
tion, the more willing they will be to adopt 
cloud computing. 
Technology Marketing 
Marketing about technology can take a variety 
of different forms from internet advertising, 
television advertisements, magazine articles, 
promotional activities and word of mouth com-
munication. Marketing is an important way to 
communicate information about a technology 
that can fasten the rate of adoption. People 
respond to marketing campaigns through their 
behaviours that are aimed at a person adopt-
ing the product or service. The exposure to 
technological innovations through marketing 
efforts is aimed at encouraging people to use 
the technology as part oftheir overall behaviour 
(McCormick & Martinko, 2004). By focusing 
on technology as a social status symbol, mar-
keting can affect different types of people to 
adopt the innovation. 
Demographic characteristics can further 
influence adoption rates by marketing efforts 
being placed on different types of advertising 
mediums such as traditional print media or more 
technologically advanced online media (Sheth 
et al., 1999). The effectiveness of this marketing 
will be tied with emotional elements associated 
with the technology such as ease of use and 
usefulness that make a person more willing to 
use the technology innovation (McCoy et al., 
2007). Cloud computing services have only 
recently been marketed to individuals as a way 
to save time and money accessing important 
information. The ethical nature of information 
stored in cloud computing services means that 
technology marketing can help impact a person's 
decision to adopt cloud computing. This leads 
to the next proposition: 
Proposition 5: The more a person is exposed to 
technology marketing, the more likely they 
will be to adopt cloud computing services. 
Implications for Managers 
and Practitioners 
As cloud computing is emerging as a significant 
technology trend there are a number ofimplica-
tions for managers and practitioners stemming 
from this paper. As more people are expected 
to use cloud computing services, this means the 
way people adopt technological innovations 
is important for businesses involved in cloud 
computing. From a managerial point of view, 
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a firm needs to assess the way a person adopts 
cloud computing services in order to consider 
ethical behaviour. Managers should consider 
how cloud computing services are innova-
tive developments that create value in their 
organisation. In this way a firm can motivate 
employees to use cloud computing services 
as a mechanism to develop their business ser-
vices. Managers should take into account the 
learning capabilities of people to adopt cloud 
computing and the outcomes that derive from 
using this technological innovation. The use of 
cloud computing services can be facilitated as 
a way to market new products and services to 
existing customers. 
Future Research Suggestions 
Cloud computing services are expected to 
reshape information technology processes in 
the next couple of years (Sasikala, 2011 ). This 
means that future research should examine how 
enterprising individuals are adopting cloud com-
puting through innovative business practices 
such as setting up online document storage or 
educational programs. More work is required 
on how the large technology companies such as 
Amazon and Google are meeting the outcome 
requirements of cloud computing to see whether 
smaller technology companies are providing 
different types of ethical guidelines on the use 
of their services.An interesting research avenue 
is to investigate how technology start-ups and 
new ventures are marketing cloud computing 
to deliver more innovative applications that 
speed up the rate at which people are adopting 
cloud computing services. 
Empirical and case study research should 
be conducted on how different types of indus-
tries from education, tourism and fmancial are 
adopting cloud computing. Longitudinal data 
on how existing storage systems are converted 
into cloud data should be undertaken in order to 
bridge the gap between theoretical perspectives 
of technology adoption and how it is utilised 
at a managerial level of inquiry. In addition, 
developing better ethical practices by cloud 
service providers merits further attention in 
order to focus on the marketing innovations 
made possible by cloud technology services. 
CONCLUSION 
As more people utilise cloud computing there 
has been an increased emphasis on understand-
ing the adoption process of this technological 
innovation. This paper has discussed the impor-
tance of ethics and entrepreneurship in affecting 
a person's decision to adopt cloud computing 
services. The literature on technology innova-
tion was reviewed with social cognitive theory 
being found to be the most suitable framework 
for this paper. A number of propositions were 
then stated that showcased the importance 
of consumers learning about the privacy and 
security features of this technology. As cloud 
computing services are likely to continue to 
gain ascendancy in the business marketplace, 
this paper has stressed the importance of the 
adoption process of technological innovations. 
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